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ABSTRACT
UNIX andUNIX-basedoperatingsystemshavebeenwidelyutilizedin local
areaandwideareanetworksystemsthatsupplyapplicationanddevelopmentchainof
usersthroughremoteaccessaswell asonlineconnections.AlthoughUNIX operating
systemhasgotpowerfultoolswhichhavesecuremethodsforuserauthentication,user
managementandfor passwordstorage,weakpasswordchoicesof theusersaffectthe
entiresystemsecuritynegatively.
This studyaimsto crackthepasswordhasheswhich areencryptedby DES
usingthemethodof dictionaryattack.The developedapplicationis introducedand
comparedwith thepreviousutilities.Passwordencryption,passwordstorage,andthe
structurewhich was developedagainsta possibledictionaryattackof UNIX are
examined.The good passwordchoosingmethodfor the users and the system
administratoraregiven.
IV
6z
Kullarucllarauzaktaneri~im,uygulamave geli~tirmesaglayanpek yok yerel
ve geni~bilgisayar sistemlerindeUNIX ve UNIX tabanh i~letimsistemleri
kullarulmaktadrr.Unix tabanh i~letimsistemlerinde,kullarucl1arltarumlamave
yetkilendirmearaylarlgUylu ~i:frelemeve saklamatekniklerinesahip olmalarma
kar~m,kullarucllarmzaYlfolaraktanImlanabilecek~ifreseyimleri,kullaruClyonetimi
veguvenliginiolumsuzyondeetkilemektedir.
Bu yah~mayla,DES algoritmaslile ~ifrelenmi~kullanlCl~ifrelerininsozlUkten
taramave saldmyontemiylekmlmaSlamaylarrrm~ve geli~tirilenuygulamaile daha
onceayruamaylayazl1rm~programlarkar~lla~tm1mI~trr.i~letimsisteminin~ifreleme
yontemi, kullaruCl adlarml ve ~i:frelerinisaklama yontemi ve olasl sozlUkten
saldmlarakar~lgeli~tirdigiyapl incelemi~tir.Kullanlcllarave sistemyoneticilerine
iyi ~i:freseyimtarurmyapI1rm~trr.
v
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CHAPTER 1
INTRODUCTION
1.1Motivation
As computersget more and more into our life and business~securitygets more
importance.Most mediumto large-sizedcomputersandeventhesmallercomputersarenow
sharedamongusers.Therefore,remoteaccessto computersystemsneedtobemanagedunder
theperspectiveof securitypolicy.
EventhoughUNIX operatingsystemis verymuchsecurityconsciousandmanyof its
processesuchas authentication,adding,deletingandmanagementof theusershavebeen
standardizedandmoreoverpasswordsarekeptin a shadowedfile in an encryptedformat
whileencryptionalgorithm(DES)whichis usedin dueprocessis awayfrombeingdecrypted
however,users~passwordchoicesweakentheentiresystemjust like a weakring in a chain.
Uneducatedand/orcarelessusersprefereasyto rememberpasswordsfor themselves.But the
pointisagoodpasswordsecurityis thefirstlineof defenseagainsthesystemabuse.
1.2Objective
This work coverspasswordguessingof UNIXlUNIX-based operatingsystemsby the
methodof a Turkishdictionaryattack.Theapplicationprogramcodedin C is executedfor a
realenvironmentpasswordfile onaLinux (SUSE) operatingsystem.Beforethecasestudyon
crackingthepasswords,it is assumedthatbysomehowthepasswordfile (ortheshadowfile if
shadowingis activated)with the known encryptionalgorithmis accessed.An acceptable
runningtime (and CPU time) and a largeon-line Turkish dictionaryis available.The
percentageof successfulguessesrelies on thepasswordswith a significantprobabilityof
beingintheword list.
Severalother crackerswhich are availableon Internethave beenexaminedand
comparedwiththedevelopedprogram.
1.3Scopeand Structure
In Chapter1,a briefintroductionis madeaboutaim,goalandobjectivesofthe thesis.
Chapter2 dealswith themostpopularcipherin history,DataEncryptionStandard(DES).
Describesthe modesof the encryptionalgorithm,examinesa brief explanationof the
encryptionandthedecryptionprocedures.
In Chapter3, passwordsecurityin UNIX and UNIX-based OperatingSystemsis
focused.The relationshipbetweenthe users and the user authenticationis examined.
Passwordprotectionmechanismprovidedandmaintainedby the operatingsystemplus the
DES algorithmis introduced.
In Chapter4, the reasonfor choosingthedictionaryattackagainstuserpasswordsis
introduced.The goodandthebadpasswordidentificationsaredetermined.Advicesfor the
passwordchoosingare given.Possibledictionaryattackmethodsand the otheravailable
passwordcrackersareintroduced.
Chapter5 is thecasestudyof thisthesis.It introducesa passwordcrackercodedin C.
Constraintsaboutthe crackersoftwarewhich is developedunder the circumstancesof
predeterminedrealitiesabouttheusers'weaknessesandtheenvironmentareexplainedin this
chapter.
Chapter6 is a generalconclusioninvolvingpasswordcrackingvia dictionaryattack
withthemethoddefinedin Chapter4 andwiththeresultin Chapter5.Necessaryremarksand
advicesaregivenforthefuturestudies.
2
CHAPTER 2
CRYPTANALYSIS AND DES
2.1History
TheDataEncryptionStandard(DES) is themostpopularcipherin history,even
thoughit'sbeenaroundforthelast25years.
Becauseof the unavailabilityof generalcryptographictechnologyoutsidethe
nationalsecurity arena,and becauseof various securityprovisions, including
encryptioIl;National Bureau of Standards(NBS) initiateda computersecurity
programin 1973which includedthedevelopmentof a standardfor computerdata
encryption.SinceFederalstandardsimpacton theprivatesector,NBS solicitedthe
interestandcooperationof industryandusercommunitiesin thiswork. The criteria
specifiedfor thecallwere:1
• Provideahighlevelof security.
• Mustbespecifiedandeasyto understand.
• Mustprovidethesecurityindependentof thesecrecyof thealgorithm.
• Mustbeavailabletoallusers.
• Mustbeadaptableforuseindiverseapplications.
• Must beeconomicalto implementin electronicdevices.
• Must beefficienttouse.
• Mustbeabletobevalidated.
• Must beexportable.
Many companiesdevelopedproposals,but InternationalBusinessMachines
(IBM) prevailed.IBM's DES wassubjectedto rigoroustestingand,by 1977,theNBS
andtheNationalSecurityAgency(NSA) endorsedit. Sincethen,DES hasbeenthe
defactoencryptionalgorithmusedin non-classifiedenvironmentsandUNIXILinux
passwords.2
FederalProcessingStandardsPublication46-2conciselydescribesDES as:
"...a mathematicalalgorithm for encrypting (enciphering) and decrypting
(deciphering)binary coded information.Encrypting data converts it to an
unintelligibleform calledcipher.Decryptingcipherconvertsthe databack to its
originalform,calledplain-text."
Both encryptionand decryptionfunctionsrely on a key, without which
unauthorizeduserscan-notdecrypta DES-encryptedmessage.This keyderivedfrom
theuser'stypedpassword,consistsof 64binarydigits.56bitsareusedin encryption,
1 CharlesP.Pfleeger.Securityin Computing,p. 106.
2 Anonymous,MaximumLinuxSecurity,p. 126.
and8areusedin errorchecking.Thetotalnumberof possiblekeysis thereforequite
high.
2.2Standardsfor theModesof DES
The Federal Data EncryptionStandarddescribedin Federal Information
ProcessingStandards(FIPS 46)specifiesa cryptographicalgorithm.to beusedfor the
cryptographicprotectionof sensitive,but unclassified,computerdata.This FIPS
definesfourmodesof operationfor theDES whichmaybeusedin a widevarietyof
applications.The modesspecifyhow datawill be encrypted(cryptographically
protected)and decrypted(returnedto original form). The modesincludedin this
standardare the ElectronicCodebook(ECB) mode,the Cipher Block Chaining
(CBC) mode,the CipherFeedback(CFB) mode,andthe OutputFeedback(OFB)
mode.3
2.3DataEncryption Algorithm
2.3.1Introduction
Thealgorithm.is designedto encipheranddecipherblocksof dataconsisting
of 64bitsundercontrolof a 64-bitkey.4Decipheringmustbeaccomplishedby using
thesamekey as for enciphering,but with the scheduleof addressingthekey bits
alteredso thatthedecipheringprocessis the reverseof theencipheringprocess.A
blockto beencipheredis subjectedto an initialpermutationIP, thento a complex
key-dependentcomputationandfinally to a permutationwhich is the inverseof the
initialpermutationIP -1. The key-dependentcomputationcanbesimplydefmedin
termsof a functionf, calledthecipherfunction,anda functionKS, calledthekey
schedule.A descriptionof thecomputationis givenfIrst,alongwithdetailsasto how
the algorithm.is used for encipherment.Next, the use of the algorithm.for
deciphermentis described.Finally, a defmitionof the cipherfunctionf is givenin
termsof primitivefunctionswhich are called the selectionfunctionsSi and the
permutationfunctionP.
The followingnotationis convenient:Giventwo blocksL andR of bits,LR
denotesthe block consistingof the bits of L followed by the bits of R. Since
concatenationis associative,B1B2...B8, for example,denotestheblockconsistingof
thebitsofBl followedbythebitsofB2...followedbythebitsof B8.
2.3.2Enciphering
A sketchofthe encipheringcomputationis givenin Figure2.1.The 64bitsof
theinputblock to be encipheredare fIrst subjectedto the followingpermutation,
calledtheinitialpermutationIP.(seeTable2.1)
3 FIPS PUB 81.
4 FIPS PUB 46-3.
4
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Figure2.1DES Algorithm,EncipheringComputation.
Table2.1 Initial Permutation. That is thepermutedinputhasbit
IE
58ofthe inputasitsfirstbit,bit 50 sits
58
504234618secondbit, ndsoonwithbit 7 asits last
60
bit. Th permutedinputblock is thenthe
2
6inputtoacomplexkey-dependent
64
8computationdescribedbelow.Theoutput
57
935791 of thatcomputation,call dthepr t t,
IS
thesubjectedtot following
59 permutationwhich is the inverseof the61
initialpermutationa in Table2.2.
63
7
5
25
26
28
58
57
59 27
60
17
18
19
20
50
ThatIS,theoutputofthe
algorithmhas bit 40 of the preoutputblockas its firstbit, bit 8 as its second56
24632bit,andsoon, untilb t25f the
55
31preoutputblock is the last bit of the
54
0outp t.
3
9
49
51
52
9
11
10
13
12
41
44
43
45
42
4
2
3
5
133
35
34
37
36
Table2.2 InverseInitial.
IP-l
40 8 48 16
39 7 47 15
38 6 46 14
The computationwhich usesthe
permutedinput block as its input to
producethe preoutputblock consists,
but for a fmal interchangeof blocks,of
16 iterationsof a calculationthat is
describedbelow in termsof the cipher
function/ which operateson two blocks,one of 32 bits and one of 48 bits, and
producesablockof32 bits.
Let the64 bitsof the inputblockto an iterationconsistof a 32 bit blockL
followedby a 32bitblockR. Usingthenotationdefmedintheintroduction,theinput
blockis thenLR. Let K bea blockof 48 bitschosenfromthe64-bitkey.Thenthe
outputL 'R'of aniterationwithinputLR is definedby:
L'=R
R' =L Ei1f(R,K)
(1)
whereEPJdenotesbit-by-bitadditionmodulo2.
As remarkedbefore,theinputof the first iterationof thecalculationis the
permutedinputblock.
If L'R' is theoutputof the 16thiterationthenR'L' is thepreoutputblock.At
eachiterationa differentblockK of keybitsis chosenfromthe64-bitkeydesignated
by KEY. With morenotationwe can describethe iterationsof the computationin
moredetail.Let KS bea functionwhichtakesanintegern in therangefrom 1to 16
anda 64-bitblockKEY as inputandyieldsas outputa 48-bitblockKn which is a
permutedselectionof bitsfromKEY. Thatis
Kn =KS(n,KEY) (2)
withKn determinedby thebits in 48 distinctbit positionsof KEY. KS is calledthe
keyschedulebecausetheblockK usedin then'thiterationof (1) is theblockKn
determinedby (2).
As before,let thepermutedinputblock beLR. Finally, let LO andRO be
respectivelyLand R andletLn andRn berespectivelyL' andR' of (1) whenL and
R arerespectivelyLn-1 andRn-1andK isKn; thatis, whenn is in therangefrom1
to 16,
Ln =Rn-l
Rn =Ln-l Ei1f(Rn-l,Kn)
(3)
6
ThepreoutputblockisthenR16L16.
Thekeyscheduleproducesthe16Kn whicharerequiredfor thealgorithm.
2.3.2Deciphering
The permutationIP -1 appliedto thepreoutputblock is the inverseof the
initialpermutationIPappliedtotheinput.Further,from(1) it followsthat:
R=L'
L =R' (f)f(L ',K)
(4)
Consequently,to decipherit is only necessaryto apply the verysame
algorithmtoanencipheredmessageblock,takingcarethatateachiterationof the
computationthesameblock0/keybitsK is usedduringdeciphermentaswasused
duringtheenciphermentoftheblock.
Using the notationof the previoussection,this can be expressedby the
equations:
Rn-1=Ln
Ln-1=Rn (f)/(Ln,Kn)
(5)
wherenowR16L16is thepermutedinputblock for thedecipheringcalculationand
LOROis thepreoutputblock.Thatis, for thedeciphermentcalculationwithR16L16
asthepermutedinput,K16isusedin thefIrstiteration,K15 in thesecond,andsoon,
withK1 usedinthe16thiteration.
TheCipherFunction/
A sketchof thecalculationof/(R,K) is givenin Figure2.2
7
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Figure2.2Calculationof feR,K).
Let E denotea functionwhichtakesa block of 32 bitsas inputandyieldsa
blockof 48 bitsas output.Let E be suchthatthe48 bitsof its output,writtenas 8
blocksof 6bitseach,areobtainedby selectingthebits in its inputsin orderaccording
tothefollowingTable2.3:
Table2.3E Bit-Selection.
32 1 2 3 4 5
4 5 6 789
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21
20 21 22 23 24 25
24 25 26 27 28 29
28 29 30 31 32 1
8
Thus the first threebits of E(R)
arethebits in positions32, 1 and2 of R
while the last2 bitsof E(R) arethebits
inpositions32and1.
Each of the urnque selection
functionsSl,S2,...,S8,takesa 6-bitblock
asinputandyieldsa 4-bitblockasoutput
andis illustratedby usingtheTable 2.4
containingtherecommendedSl.
Table2.4 S1Function( X: ColumnNumberY: Row).
X
012345678901235
Y 0
143 2IS8620
1
5743 10
2
421
3
8 76
If Sl is thefunctiondefinedin thistableandB is a blockof 6bits,thenSl(B)
isdeterminedasfo119wS:The fIrstandlastbitsof B representin base2 a numberin
therange0 to 3. Let thatnumberbe i. Themiddle4 bitsof B representin base2 a
numberin therange0to 15.Let thatnumberbej. Look upin thetablethenumberin
thei'throw andj'th column.It is a numberin the range0 to 15 and is uniquely
representedby a 4 bitblock.Thatblockis theoutputSl (B) of Sl for theinputB. For
example,for input011011therow is 01,thatis row 1,andthecolumnis determined
by1101,thatis column13.In row 1column13appears5 sothattheoutputis 0101.
The permutationfunctionP yields a 32-bit outputfrom a 32-bit inputby
permutingthebits of the inputblock. Sucha functionis definedby the following
Table2.5:
To defmef(R,K) we fIrst defmeBl, ...,BB to be
blocksof 6bitseachfor which
Now let Sl, ...,SB be eight distinct selection
functions,letP bethepermutationfunctionandletE be
thefunctiondefinedabove.
TheoutputP(L) for thefunctionP definedby this
tableis obtainedfromtheinputL bytakingthe 16thbit
of L asthefIrstbit of P(L), the7th bit asthesecondbit
of P(L), andsoonuntilthe25thbit of L is takenasthe
32ndbitof P(L).
Table2.5Permutation
Function.
16 72021
29
1287
1
1536
5
3 0844
32
739
1
06
22
BIB2 ...BB =K EB E(R)
Theblockf(R,K) is thendefmedto be
P(SI (Bl)S2(B2)...SB(BB))
(6)
(7)
ThusK EBE(R) is fIrstdividedintothe8 blocksasindicatedin (6).Theneach
Bi istakenasan inputto Si andthe8 blocksSl (Bl),S2(B2),...,S8(BB)of 4 bitseach
9
areconsolidatedintoa singleblockof 32bitswhichformstheinputtoP. Theoutput
(7)is thentheoutputof thefunction/for theinputsRand K.
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CHAPTER 3
PASSWORD STRUCTURE IN UNIX
3.1Introduction
The reasonbeing thatUNIX systemsare very popular,especiallyin an
educationalenvironment,whereonecanexpectanincreasedconcentrationof hackers
duetotheopennessthatis appreciatedin suchenvironments.This is in contrasto a
commercialenvironment,where data has to be protected.Thus enter security
problems.
3.2UserAuthentication
Authenticationis a fancynamefor identifyingtheuseras a valid userof a
givencomputer.-system,andit'sthefirst defenceagainsta break-in.Until recently,
UNIX userauthenticationmeanttypinga valid login nameandpassword.This is
known as reusablepasswordauthentication,meaningthat you enter the same
passwordeachtimeyou log in. Reusablepasswordauthenticationis too weak for
somesystemsand will eventuallybe replacedby one-timepasswordsystemsin
whichtheuserentersa differentpasswordeachloginthatwill needa differentwayof
usermanagementprocess.
Reusablepasswordsarestrongenoughfor somesitesaslongasuserschoose
goodpasswords.Unfortunately,manydon't-as we will examinein Chapter5 and
provein Chapter6. A securitypolicy shouldboth requirestrongpasswordsand
provideguidelinesforchoosingthem.
3.2.1Usersand Passwords
The accessto a Linux systemis throughsucha useraccount.Every user
accountmustbe setup by the systemadministrator.WhentheLinux softwareis
installed,onemasterlogin is createdautomatically,calledroot.This is knownasthe
superuserbecausethereis nothingthelogincan'taccessor do. Althoughmostuser
accountson a Linux systemaresetto preventheuserfromaccidentallydestroying
all thesystemfiles, for example,the root login can blow awaythe entireLinux
operatingsystemwithonesimplecommand.Therootloginhasno limitations.!
3.2.2Passwordfor SystemAccounts
Thesystemadministratormusttakespecialcarein choosinga goodpassword
forhisaccountandthesuperuseraccount.The superuseraccountmustbeprotected
becauseof the power it possessthusprovidesthe crackerwith, and the system
administrator'saccountbecauseit cangiveaccessto thesuperuseraccountin many
ways.For instance,if a systemadministrator'saccountis broken,the crackercan
installa fakesu programin hisprivatebindirectorythatrecordstherootpassword,
1 TimParker,LinuxSystemAdministrator'sSurvivalGuide,Chapter16.
removesitself, and then invokesthe real su program.2 The systemadministrator
accountmay have other specialprivilegesthat a crackercan makeuse of; for
instance,membershipto groupsthatallowsoneto read--or worse,write-system
memoryor raw disk devices,andpermissionto su to the superuseraccount.The
systemsadministratorandrootpasswordshouldbe changedoftenandshouldbeas
strongaspossible.
3.3PasswordSecurity
3.3.1/etc/passwdFile
EverypersonusingLinux OS shouldhavehis or herown uniqueusername
andpasswordstoredin/etc/passwdfileandthisfoldercontainsall theinformationthe
systemneedsto knowabouteachuser.
If necessarylevelsarenot set,this file can beprintedoutby anyoneon the
system.But having the passwordblocks in the /etc/passwdfile is useless,the
passwordsare encryptedusing an encoding scheme that makes deciphering
someone'spasswordverydifficult,thanksto DES algorithmwhichis explainedin the
previouschapter.That'swhy systemadministratorsprefersto givea newtemporary
passwordfor a user who has lost or forgottenhis or her password,insteadof
decryptingtheoldpassword.
A typicalexcerptfrom/etc/passwdlooks like in Figure3.1.Each line in the
/etc/passwdfile is composedof sevenfieldsseparatedby a colon.If nothingis to be
enteredin a field,thefieldis leftblank,butthecolonsareretainedto makesureeach
linehassevenfields(whichalsomeanseachlinewill havesixcolons).
johnsrnith:naVwowMManasMMo:IO:200:John Srnith:/users/johnsrnith:/bin/bash
+ User's
shell program
+--- User's horne directory
+---------------- User's real name
+------------------------ User number
+---------------------------- User's group number
+-------------------------------------- Hash of the password
+-------------------------------------------------- Username
Figure3.1/etc/passwdFile.
2 JeffSmith,et.al.,UNIX Unleashed,Section44.
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- Usemameis thenameunderwhichtheuserlogsin.Usuallythisis accomplishedby
typingintheusernameattheusemamepromptandthenthepasswordatthepassword
prompt.Theusernameis auniqueidentifierfortheuser.
- Hashof user'spasswordis thetargetof thecrackingmethod.This is whatthehash
ofeachwordinthedictionaryfile is comparedto.
- User'sgroupnumberdeterminesthingssuchas accessto certainfiles, etc.Used
moreintheexploittechnique.
- User'snumberis basicallyidentificationfor thesystem.The superuseraccountis
alwaysdefinedastheaccountwithauserill numberof zero.
- User'sreal nameis the namethe userentered.Not usedby the system,but it
providesa handyhuman-readableid of eachuser,sometimesit is a phonenumber,
department,orotherinformation.
- User'shomedirectoryisthedirectorythattheygotowhentheylog intothesystem.
- User'sshellis theuserinterfacethattheuseruses.Shellsinclude/bin/bash/bin/ash
/bin/tcsh/bin/cshand/bin/sh.
3.3.1.1UserName
This is a one-to eight-characteralphanumericfield thatrepresentstheuser's
loginname.Traditionallythenameis all lowercasecharacters.Any valuemaybe
usedforthisfield.To makeit easytotellausernamefromauserID,thenameshould
notstartwithanumber.
3.3.1.2UnderstandingDefaultSystemUserNames
The previousextractfrom the /etc/passwdfile lists over a dozen system-
dependentusernames.Thesenamesservespecialpurposeson theLinux system.A
fewof theseloginsareworthnotingas theyhave specificusesfor the operating
systemandsystemadministrators:3
• Therootloginis thesuperuseraccount(OlD 0)andhasunrestrictedaccess.It
ownsmanysystemfIles.
• Thedeamonloginisusedfor systemprocesses.This loginis usedonlyto own
theprocessesandsettheirpermissionsproperly.
• Thebin loginownsexecutables.
• Thesysloginownsexecutables.
• Theadmloginownsaccountingandlogfiles.
• Theuucploginis usedforUUCP communicationaccessandfiles.
• Theothersystemloginsareusedfor specificpurposes(postmasterfor mail,
andso on) thatareusuallyself-evident.Non of thesystemloginsshouldbe
3 TimParker,LinuxSystemAdministrator'sSurvivalGuide,Chapter16.
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changed.In mostcases,theyhaveanasteriskin thepasswordfield to prevent
theirusefor entrypurposes.
3.3.1.3Password(UNot Usinga ShadowPasswordScheme)
This fieldcanbeusedtorestrictaccesstothesystem.If it iswantedto prevent
a login fromeverbeingusedfor access,suchas a systemlogin like lp or sync,an
asteriskis placed betweenthe two colons for the passwordfield. This asterisk
restrictsall access.In the /etc/passwdfile, manysystemloginshavean asteriskas
theirpassword,effectivelyblockingaccess.
This fieldcanalsobeusedto allowunrestrictedaccessby leavingit blank.If
nopasswordentryexists(thefieldhasnothingin it), anyoneusingtheusernameis
grantedaccessimmediately,withnopasswordrequested.
Passwordsmustnot be leftopenunlessthe Linux systemis beingusedfor
pleasureandhavenothingof valueonthefile system.
It mustnotbeattemptedtoputapassworddirectlyin thepasswordfieldusing
aneditor.The encryptionmethodcannotberecreated,andit will endup lockingthe
useraccountout. Then only the systemadministratorwill be ableto changethe
passwordandallowaccess.
Theuserspassword,encryptedwitha one-waycipheris storedin thesecond
field.Onlythefirst 8 charactersof thepasswordareused.Thesearemixedwith a 2-
charactersaltto producea 13-characterncryptedpassword.(seeSection3.3.2)When
it is necessaryto compareapassword,theplaintextis encryptedwiththesalt,anda
comparisonis madeagainstheencryptedversion.If thepasswdfield is empty,this
accounthasnopassword,andnoneis requiredto log in.
On systemsthatsupportpasswordagingandplacethepasswordin is the
passwdfile, thepassworddatacanbefollowedby a commaandfourcharactersthat
describetheaginginformation.Eachof thesecharactersis drawnfromthefollowing
characterset:
.=0
J =1
0-9=2-11
A-Z= 12-37
a-z=38-63
The first characterafterthecommadenotesthemaximumnumberof weeks
thepasswordis valid. The secondcharacteris the minimumnumberof weeks
requiredbetweenpasswordchanges.If bothof thesecharactersarezero(..), theuser
is forcedto changehis passwordthenexttimehe logs in. If thechangeintervalis
largerthanthevalidinterval,thenonlytherootusercanchangethepassword.
Onsystemsthatdonotusethepasswdfile to holdthepassword,suchasthose
usingJetc/shadowor somepasswordadjunctscheme,thisfieldcontainsa fixedstring
thathasfewerthan13characters.
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3.3.2SaltedPasswords
For eachuser'spasswordp, a 'salt'values is chosenatrandomwith thereal-
timeclock,andone-wayhashfunctiongO is appliedto thepasswordandthesalt.4
The values and the 64-bitresultof the encryptiong(p,s) are both storedin the
passwordfile.
The salt is chosenfrom the set of digits, upper and lowercaseletters,.
(period),and/ (slash).Thereforethesaltis usedto selectoneof 4,096cryptographic
methodsrelatedto theNationalBureauof StandardsDES encryptionalgorithm.That
methodis usedto encryptandconverthekey intothe 11bytesthat,alongwiththe
salt.s
The keysearchtechniqueis still likelyto turnup a fewpasswordswhenit is
usedon a largecollectionof passwords,andit seemedwise to makethis task as
difficultaspossible.
It is likelythata badguy(passwordcracker)canspenddaysof computertime
tryingto finda passwordon a systemwith hundredsof passwords,andfind noneat
all.6 More importantis the factthatit becomesimpracticalto prepareanencrypted
dictionaryin advancethatwill beexaminedinsection4.4.3.
Saltingprocedureis donesothatintegratedcircuitchipsthatimplementDES
can'tbeusedto crackUNIX passwords.
3.3.2.1The Threat of theDES Chip
Chipsto performtheDES encryptionarealreadycommerciallyavailableand
theyareveryfast.Theuseof sucha chipspeedsup theprocessof passwordhunting
bythreeordersof magnitude.To averthispossibility,oneof theinternaltablesof the
DESalgorithm(in particular,theso-calledE-table)is changedin a waythatdepends
onthe12-bitrandomnumber.The E-table(seeSection2.3.2)is inseparablywired
intotheDES chip,sothatthecommercialchipcannotbeused.7Obviously,thebad
guycouldhavehis own chipdesignedandbuilt,butthecostwouldmakethewhole
scenariounfeasibleatleastforthetimebeing.
However,it wouldnotbetooexpensiveto buildVLSI chipsthatcomputethe
cryptfunctionand run 1000 fasterthanthesesoftwareimplementations,not to
mentionthepossiblegainduetoparallelismandpipelining.8
4 Li Gong,"ProtectingPoorlyChosenSecretsfromGuessingAttacks",p. 3.
5 P.R.Wood,S.G.Kochan,UNIX SystemSecurity,p. 36.
6 R.Morris,K.Thompson,PasswordSecurity:A CaseHistory,p.4.
7 R.Morris,K.Thompson,PasswordSecurity:A CaseHistory,p. 4.
8D.C.Feldmeier,P.R Kam, UNIX PasswordSecurity- TenyearsLater,p.4.
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3.3.3Login Procedure
Whena userlogs in, theloginprogramlogicallycomparesthepasswordthe
usertypedto a block of zeros,andthencomparesthatresultto the entryin the
passwordfield.If theymatch,theuseris grantedaccess.Any deviationcauseslogin
proceduretorefuseaccess.
The detailedprocedureis as follows; after the login request,the 12-bit
quantityis extractedfromthepasswordfile andappendedtothetypedpassword.The
encryptedresultis required,asbefore,to bethesameastheremaining64 bitsin the
passwordfile. This modificationdoesnotincreasethetaskof findinganyindividual
password,startingfromscratch,butnowthework of testinga givencharacterstring
againsta largecollectionof encryptedpasswordshasbeenmultipliedby 4096(212).
Thereasonfor this is thatthereare4096encryptedversionsof eachpasswordand
oneofthemhasbeenpickedmoreor lessatrandombythesystem.9
If someonewants to changehis password,he can'tdirectlymodify the
/etc/passwdfile-that'snot allowed.If it were,sooneror latersomeonewould go in
andchangeall thepasswords;thennobodywouldbeableto log in. Instead,heshould
usethepasswdcommand.10 All hasto bedoneis typingin passwdandit promptsfor
therest:
$ passwd
Changingpasswordfor pat
Oldpassword:wizzardl
Newpassword:wom2bat
Re-enternewpassword:wom2bat
$
Notprinted
Notprinted
Notprinted
Beforeallowingoneto changehis password,thepasswdcommandrequests
fortypingin theold password.This is just to makesureit'sreallyhimandnotsome
oneelseusingyourterminalwhileheis away.If hemakesa mistaketypingin theold
password,thesystemrespondswith "Sorry.",meaningthatno changewasmadeand
thatheshouldtry again.If the old passwordis correct,thepasswdcommandthen
asksto enterthenewpassword.Sincethepasswordsarenotprinted,thecommand
makesureonedoesn'tunwittinglymakea mistakeby askinghimto enterhis new
passworda secondtime.If thetwo entriesdon'tmatch,thepasswdcommandwill
againaskto enterthenewpasswordtwice:
$passwd
Oldpassword:wom2bat
Newpassword:wizzardl
Re-enternewpassword:wizrdl
Theydon'tmatch;tryagain.
Newpassword:wizzardl
Re-enternewpassword:wizzardl
Notprinted
Notprinted
Notprinted
Notprinted
Notprinted
9 R.Morris,K.Thompson,PasswordSecurity:A CaseHistory,p. 4.
10P.B.Wood,S.G.Kochan,UNIX SystemSecurity,p. 10.
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To login successfullyon theUNIX system,it is necessaryafterdialingin to
typea valid username,andthenthecorrectpasswordfor thatusername.It is poor
designto writethe logincommandin sucha way thatit tellsan interloperwhenhe
hastypedin a invalidusername.Theresponseto aninvalidnameshouldbe identical
tothatfor avalidname.II
Whenthe slow encryptionalgorithmwas first implemented,the encryption
wasdoneonly if theusernamewasvalid,becauseotherwisetherewasno encrypted
passwordto comparewith thesuppliedpassword.The resultwasthattheresponse
wasdelayedby aboutone-halfsecondif thenamewas valid,butwas immediateif
invalid.The badguy couldfind outwhethera particularusernamewas valid.The
routinewasmodifiedto dotheencryptionin eithercase.
3.3.4crypt()
cryptOis thepasswordencryptingprogramon theUNIX system.It is also
calledby /usr/lib/makekey.12The cryptroutineisn'trelatedto thecryptcommand,
crypt,like /usr/lib/makekey,takesan eight-characterkey and a two-charactersalt.
Thekey is usedas inputto thesetkeyOroutine.The saltis thenusedto jumblethe
DES algorithmin encryptO.Finally, the encryptOroutineis calledto repeatedly
encrypta constantstring25 times(to eat up computertime). cryptO returnsa
characterpointerto theencryptedpassword,of whichthefirsttwo charactersarethe
salt.Oneof theadvantagesof cryptis thatit usesa significantamountof computer
timetoencryptapassword.
Actually,cryptOdoesnotusepureDES. To preventuseof off-theshelfhigh-
speedDES hardwareto crackpasswords,cryptmodifiestheDES algorithmslightly.
As weknowthe 12-bitsaltrangesfromzeroto 4095.We canthinkof thesaltasa
permutationthatimmediatelyfollowstheexpansionfunctionE in DES. Ifbit 1ofthe
saltisa 1,thenthesaltpermutationswapsbits1and25 of the48-bitblockgenerated
byE. If bit 2 is aI, thenbit 2 and26 areswappedandso on.13Sincethereare12
possibleswapsandany combinationof theseswapsmayoccur,thisproduces4096
possiblevariationsof DES (asaltof zerocorrespondstopureDES).
3.3.5ShadowFile Entry
Sincethe/etc/passwdfile is worldreadable,asanaddedmeasureof security,
SVR4UNIX systems,(alsousedincurrentversionsofLinux systemsavailable)usea
shadowfiletoholdthepasswordinformation.14
It is readableonly by root becauseof potentialsecurityproblemsagainst
crackers.It containsthepasswordfielddatain anexpandedformatandthepassword
fieldsonthesystemareall settox.
11RMorris, K.Thompson,PasswordSecurity:A CaseHistory,p. 4.
12P.R.Wood,S.G.Kochan,UNIX SystemSecurity,p. 81.
13D.C.Feldmeier,P.R Kam, UNIX PasswordSecurity- TenyearsLater,p. 11.
14 TimParker,LinuxSystemAdministrator'sSurvivalGuide,Chapter6.
17
The shadowfile, asshownin Table3.1,is notdesignedto beediteddirectly,
butinsteadis modifiedbythepasswdcommandautomaticallyasneeded.
Table3.1Excerptsfromasample/etc/shadowfile fromanSVR4 system.
root:03de466J423:56445::::::
daemon:NP:6445::::::
bin:NP:6445::::::
sys:NP:6445:::::
adm:NP:6445::::::
lp:NP:6445::::::
smtp:NP:6445:::::
uucp:NP:6445::::::
nuucp:NP:6445::::::
listen:*LK *:::::::
Pwcsite:x3d5dtyfetonK:8774::::::
syd:43ASxete436h.:8776:0:168:7:::
nobody:NP:6445::::::
noaccess:NP:6445:::::
Theshadowfile consistsof thefollowingfields:
UserName
Thisnameisusedto matchagainsthenameinthepasswdfile.
Password
Theuser'spassword,encryptedwith a one-waycipher,is storedin thesecondfield.
Thisfieldhasthesamepropertiesasin the/etc/passwdfile Onlythefirst8 characters
of thepasswordareused.Thesearemixedwith a 2-charactersaltto producea 13-
characterencryptedpassword.Whenit is necessaryto compareapassword,theplain
textis encryptedwith the salt, and a comparisonis madeagainstthe encrypted
version.If the passwdfield is empty,theaccounthasno password,and noneis
requiredto login.
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CHAPTER 4
VARIOUS ATTACK SCHEMES ON PASSWORD
4.1Introduction
The passwordis the mostvital partof accountsecurity.If an attackercan
discoverauser'spassword,heor shecanthenlog intothesystemandoperatewithall
thecapabilitiesof thatuser.Suchanattackis usuallyhardto detectandcanlastfor
months.
Easy-to-guesspasswordsofferhackersthepossibilityto entera system.By
meansof goodpassword-security,onecanprotecta systemfromnewbiehackers.
Therearemanywaysto hacka UNIX system,andtherearemanyprograms
forfindinga user'spassword.Theseprogramscanbeusedby peoplewho havelittle
knowledgeof UNIX. Choosinggoodpasswordscanthereforehelpin keepingnewbie
hackersout.Advancedhackersareoftencapableof enteringa systemwithoutusing
passwords.lThis impliesthatthesecurityof a systemdependsnot solelyon well-
chosenpasswords.
In UNIX onecanuseall printablecharacters,caseis significantandonly the
first8characterswill beused,so inthepassword'computer+3,Z'only'computer'(an
easy-to-guesspassword)is significantandtheremainingcharacterswill be ignored.
Onsomesystemslike Ultrix withupgradesecurityfeaturesonecanhavepasswords
withupto 16characters.
4.2The Importanceof Good Passwords
The securityof eachindividualuseris closelyrelatedto thesecurityof the
wholesystem.Users oftenhaveno ideahow a multi-usersystemworks anddon't
realizethatthey,by choosingan easyto rememberpassword,indirectlymakeit
possiblefor anoutsiderto manipulatetheentiresystem.It is essentialto educatethe
userswellto avoidattitudesuchasbelow.2
"It doesn'tmatterwhatpasswordI useon my account,afterall, I onlyuseit
forlaserprinting..."
It is importanto notifytheusersof thesecurityguidelines.A solutionmight
begivingnewusersa limitedcourse.Or at leastmakethemunderstandwhy good
1 WalterBelgers,UNIXPasswordSecurity,p. 1.
2 Alec E. Muffett,AlmostEverythingYou WantedTo KnowAboutSecurity,InternetDocument,
USENETnewsgroup.alt.security.
passwordsare essential.This can be donee.g. whena usergetshis or her initial
passwordfromthesystemadministrator.3
We seethattheusualwayto findpasswordsis by guessingthem.So wehave
tomakesurethatusersdonotuseeasy-to-guesspasswords,i.e.passwordsthatcanbe
foundin lists (a dictionary,anencyclopedia,fileswith astronomicalterms,floraand
fauna,etc.).
4.3Human PasswordChoicesand SystemSecurity
Encryptionis a vitalsecuritycomponent.However,nomatterhow strongthe
encryptionis, it will fail whenusersmakepoor passwordchoices.Users are lazy,
error-prone,and forgetful.4Usually, users createpasswordsfrom the following
(partlyto savetimeandmaketheirliveseasier):
Birthdate
Socialsecuritynumber
Children'snames
Namesof favoriteperformingartists
Wordsfromthedictionary
Numericsequences(like90125)
Wordsspelledbackwards
By regularlycheckingthestrengthof thepasswordson thenetwork,onecan
ensurethatcrackerscannotpenetrateit by exploitingbadpasswordchoices.Sucha
regimencangreatlyimprovethesystemsecurity.In fact,manysystemadministrators
nowemploytoolsthatcheckauser'spasswordwhenit is firstcreated.
4.4PasswordAttacks
Passwordsecurityis so criticalthatthesystemwill neverbe safewithoutit.
Indeed,one could install a dozenfirewallsand still, if herlhispasswordswere
vulnerable,Linux systemwouldhaveanopendoor.
Hence,passwordsecuritydemandspracticallya two-prongedapproach.On
theonehand,we canapplyadvancedtoolsto strengthenpasswords.Ontheother,we
caneducateourusersandholdthemresponsibleto essentialpasswordpolicies.5
In the securitypecking order, passwordattacksare primitive. In fact,
passwordcrackingis thefirstthingthatbuddinghackersandcrackerslearn,chiefly
3 WalterBelgers,UNIX PasswordSecurity,p. 1.
4 Anonymous,MaximumLinuxSecurity,pp. 154-155.
5 Anonymous,MaximumLinuxSecurity,p. 122.
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becauseit demandsminimaltechnicalexpertise.Today, anyonecan crack Linux
passwordsusingautomatedtools.
Attackersthatinitiallygainonlylimitedaccesscanrapidlyexpandthataccess
by attackingweak passwordsecurity.Often, through passwordattacksalone,
attackersobtainrootaccessandseizecontrolof notjustonehostbutseveral.
This chapterwill cover various password dictionaryattack techniques,
importanceof passwords,predefinedcasesfor sucha dictionaryattack,and steps
requiredto securethepasswords,includingadvices.
4.4.1DictionaryAttacks
DES, like mostthings,is notinfallible.Linux passwordsencryptedwithDES
canbecrackedquickly,usuallywithinminutes.Therearetwochiefreasonsfor this:6
Thehuman/actor:Usersinvariablychoosecharacteristicallyweakpasswords.
Limitedlength:Linux passwordsareshort.Thenumberof transformationsnecessary
toencryptoneis relativelysmall.
In dictionaryattacks,attackerstakedictionariesor longwordlistsandencrypt
themusingDES. Duringthisprocess,theysendregularwords,propernames,and
oiliertextthroughpreciselythesamepermutationsandtransformationsthatLinux
passwordsareexposedto. Overtime,usinghigh-speedcrackingtools,attackerscan
encrypteachdictionarywordin some4,096differentways.Eachtimea crackingtool
derivesuchencryptedtext,it comparesit tothepasswordsfrom/etc/passwd.Sooner
orlater(oftensooner)it findsamatch,andwhenit does,it notifiestheattacker;thata
passwordhasbeencracked.
4.4.2FastCrypt Implementations
The cryptimplementationthatis includedwith UNIX distributions(suchas
BSD4.2)is notoptimizedfor speedbecauseit alreadyallowsloginsin a reasonable
amountof time.Severaltechniquescanbeusedto speedup animplementation.One
techniqueis to alter the crypt algorithmso that it is easierto computebut still
producesthesameresults.Anothertechniqueis to takeadvantageof thearchitectural
featuresof thecomputerthatrunsthealgorithm.7 Someof thecrackerprogramsuse
thesefeatures.
Using the speedsof severalfast crypt implementationsand the prices of
severalcomputersan effectiveratio can be found. Crypts/seconds/dollarsi the
correctmetricbecausepasswordcrackingisaneasilysegmentedproblem.
Theultimatesizeof thekeyspaceallowedby theUNIX cryptprogramis very
large:256orabout7.2x 1016possiblekeys.Evenwithonly95printablecharacterson
6 Anonymous,MaximumLinuxSecurity,p. 128.
7 D.C.Feldmeier,Philip R Karn, UNIX PasswordSecurity- TenYearsLater,p.2.
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a keyboard,therearestill958or about6.6x 1015possiblekeys.This is largeenough
to resistbrute-forceattacksin software,yetmostof thepasswords electedby users
arein a verysmallpartof thistotalspace.
4.4.3PrecomputedEncryptedDictionaries
A fastwayof crackinglargebatchesof passwordson aroutinebasisis to first
encrypta list of likely passwordsandthencompareeachnew batchof encrypted
passwordsagainsthispre-encryptedlist. Saltingwas specificallydesignedto hinder
this approach.Becausethespecificsaltvaluesarenot known in advance,thepre-
encrypteddictionarymust encrypteach trial password with all possible salts,
increasingstoragerequirementsconsiderably.
Encryptingeachtrialpassword4,096times(oncefor eachpossiblesaltvalue)
takesseveralCPU-weeks.Eachencryptedpasswordis storedasan8-bytevalue;the
plaintext is not storedon the tape.Not only doesthis reducethe amountof tape
necessary,but the tapesalone are enoughto determinewhetheran encrypted
passwordis in thepasswordlist withoutrevealingtheplain textpassword.This is
idealfor improvingsystemsecuritywithoutthepossibilityof thetapesbeingusedto
infiltrateothersystems.8
The cassettescanbereplayedrepeatedlyandcheckedagainstlines fromthe
/etc/passwdfile. The systemchecksfasterthanthefastcryptcoderunsin realtime.
Thetapesalsocanbe supplementedwith tapesproducedfromnewpasswords.The
precomputedictionaryis helpfulbutnotessentialfor passwordcracking.
4.5AutomatedDictionaryAttack
The elementsrequiredto crackpasswordsusing any of the corresponding
crackersare:9
•Highperformance/priceratiocomputers
•Largeon-linewordlists(dictionaries,etc.)
•A knownpasswordencryptionalgorithm(DES)
•A constraintontheacceptablerunningtimesfortheloginprogram
•A publicly-readablepasswordfile
•Passwordswitha significantprobabilityof beingin thewordlist
8 D.C. Feldmeier,Philip R Karn, UNIX PasswordSecurity- TenYearsLater,p. 4.
9 D.C. Feldmeier,Philip R Karn, UNIX PasswordSecurity- TenYearsLater,p. 5.
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4.5.1Known Encryption Algorithm
We considerit a giventhattheencryptionalgorithmusedfor the one-way
passwordcryptfunctionmustbepublishedandsubjectedto publicscrutiny.As in
cryptography,it is neitherpracticalnornecessaryto basethesecurityof a password
algorithmonits secrecy.Thestormof protestin responseto theNSA's recentattempt
toreplaceDES witha secretcipherof itsowndesignindicatestheimportanceof this
principle.Furthermore,theenormousuccessof theUNIX operatingsystemis based
largelyon theopennessof itsdesignandtheavailabilityof its algorithmsandsource
code.Assumingthatthebasicalgorithmhasnotbeencompromised,thereis no real
han . 10reasonto c geIt.
4.5.2AcceptableRunning Times
Softwarede-factostandards,suchastheUNIX passwordalgorithm,tendto
outlivetheiroriginalunderlyinghardware.Also, a cryptroutinewrittenspecifically
forpasswordcrackingrunsordersof magnitudefasterthanaversionbuilt intoa login
command.
4.5.3EncryptedPasswordAvailability
A resourceavailableto theadversarythatis removableis theexistenceof a,
publiclyreadableencryptedpasswordfile (letc/passwd).It is assumedthatphysical
accesstdthemachinealoneis enoughto subvertit andit is assumedthatthemachine
itselfis physicallysecuredaccordingtothedesiredlevelof security.Many machines
canberebootedinto privilegedmodewithphysicalaccess,so thatphysicalaccess
impliesthatapassword-basedattackis reallyunnecessaryfor systemaccess.
4.5.4DecreasingPasswordGuessability
The mainweaknessin anypasswordsystemis thatusersoftenchooseeasily
guessablepasswords.One way to decreasepasswordguessabilityis to eliminate
commonpasswordsfrom/etc/passwd.
Anotherpossibilityis to restrictthepasswordsacceptedfromtheuserwitha
systemthat filters out easilyguessedpasswords.This systemactsas a password
advisorthatindicatesinsecurepasswords,butit doesnot forcetheuserto acceptits
recommendation.
The mostdrasticsolutionis to havethesystemassignanarbitrarypassword.
Theproblemis thatsuchapasswordis hardtoremember,sothetemptationto writeit
downis strong.A writtenpasswordis likeaphysicalkey,andcanbeusedby anyone
whoobtainsit.
A fundamentalproblemis thatpasswordstypedbytheuseraretruncatedto 8
charactersin length. Easily rememberedpasswordsthat are this short almost
inevitablyhavemuchlessthanthe56bitsof entropyallowedbythecryptalgorithm,
makingthemeasierto findby exhaustivesearch.All of thetechniquesjust described
10 D.C.Feldmeier,Philip R. Karn, UNIX PasswordSecurity- TenYearsLater,pp.5-8.
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attemptto increasentropyin theusers'passwords,buttheydo it in a waythat
ignoreshumanfactorsconsiderations.Almostanyonecanremember56 bits of
arbitraryinformation,buthemust,beallowedto do it in a waythatis suitedto
human,not computer,memory.Thewayto do this is by extendingthepresent
algorithmto allowpassphrases.11 A passphraseis simplya longerversionof a
passwordthatincludeseveralwords.Accordingto Shannon12,Englishtexthasa
lowerboundof 1-2bitsof entropypercharacter.Thereforean ordinaryEnglish
phraseof 5-10words(assuming5-6characters/wordandnounusualpunctuationor
capitalization)hassufficiententropyasapassphrase.
To accommodatethisintheUNIX cryptalgorithm,ahashfunctionis needed
to foldthetypedpassphraseinto56bits,witheachinputcharacteraffectingthe
result.This functionshouldbe backwardcompatiblewith the existingUNIX
passwordalgorithmforpassphrasesof8charactersor less.Onepossibilityistotreat
thefirst8 charactersasbefore,exclusive-ORingintoit eachsuccessive8-character
blockfromthepassphrase(if thephraseisnota multipleof 8 characters,it isnull-
paddedontheright).
Usersmightstillobjectopassphrasesif theywererequiredtotypethemtoo
frequently(e.g.,whentheymustrepeatedlylogintoaseveraldifferentsystems,each
for shortintervals).A solutionto thisproblemlies in theuseof an distributed
autpenticationsystemsuchasKerberos,inwhichtheuserneedstotypehispassword
onlyonceto obtaina setof "tickets"thatcanbe usedto accessothersystems
repeatedlywithouthavingtoretypethepassphraseachtime.13
4.5.5Other Approaches
Two suggestedsolutionsto theproblemof easilycrackedpasswordsareto
increasethesizeof thesaltor to changethe·constantthatis encryptedby crypt.
Neitheroftheseseemstobeparticularlyhelpful.
Increasingthesizeof thesaltdoesnothelppreventattackonanindividual
password,butit doeshelpdefeatcheckingmultiplepasswordsimultaneouslyand
pre-encryptedwordlist attacksby increasingthe time and spacerequired,
respectively.The currentsaltis largeenoughthatfew of the linesin a typical
/etc/passwdfilesharethesamesalt.Theonlyremainingreasontoincreasethesizeof
thesaltis toreducethenumberofpre-encryptedpasswordsthatcanfit ontoa fixed
amountoftape.Butasshown,pre-encryptiondecreasesthecrackingtimebya factor
of30,sothisisthemaximumpenaltythatcouldbeexactedbyevena largeincrease
inthesaltsize.
The currentUNIX passwordsystemis not alwayssufficientto prevent
unauthorizedntrybecauseit is fairlyeasytocrackpasswords.An importantpointis
thatalthoughthecryptalgorithmis agoodone,thepasswordsystemasa wholeis
IID.C. Feldmeier,Philip R Kam, UNIX PasswordSecurity- TenYearsLater,p. 7.
12ClaudeShannon,"PredictionandEntropyofPrintedEnglish Bell SystemTechnicalJournal ".
13 IG. Steiner,et.a!.,"Kerbelos,AnAuthenticationServicefor OpenNetworkSystems".
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weak.Nothingcanbedoneaboutlargeon-linedictionariesor highperformance/price
ratiocomputers.Thepasswordencryptionalgorithmmustbeknownto betrustedand
thatthereis arangeof acceptablerunningtimesfor thealgorithmwhichsetsanupper
limit on theamountof computationthatthepasswordencryptionalgorithmmayuse.
Unfortunately,thecomputationlimit is smallenoughto allowfastermachinesto use
adictionary-basedattack.
Two of themainproblemswiththecurrentsystemarethatuserschooseeasily
guessablepasswordsandthattheencryptedpasswordfile is publiclyreadable.A dual
approachis suggested.Onepartis to makepasswordslesspredictableby allowing
passphrasesand restrictingpasswordsacceptedby the system.This effectively
increasesthe entropyof a password,makingwordlist attacksless successful.The
otherapproachis to maketheencryptedpasswordfile lessaccessible.How exactly
thisis donedependson thedesiredlevelof securityandincludesshadowpassword
files.
4.6PasswordCompositionVulnerabilities
Therearereallyonly a coupleof problemswith passwords:Picking a good
one,andthenmanagingit. "Good"passwordsavoidbeingsomethingthatanintruder
canguessor otherwiseeasilyfigureout.
4.6.1Bad Passwords
Badpasswordshavethefollowingproperties:
Exactlymatchawordinthedictionary,
Matchareversedwordina dictionary,
Matchawordin thedictionarywithsomeor allof theletterscapitalized,
Matchareversedwordinthedictionarywithsomeor all ofthe lettersreversed.,
Are shorterthana specificlength(usually6characters),
Do not containa mix of upperandlowercase,or mixedlettersandnumbers,or
mixedlettersandpunctuation,
Areb,asedontheusersaccountname,initials,or givenname,or anyotherinfo about
theuser:SSN, licenseplatenumber,etc.,
Matcha dictionarywordwithanyof thefollowingtranslations:
a->2,a->4,e ->3,h ->4,i->1,1->1,0 ->0, s ->$,s ->5,z ->5,
Areconjugationsor pluralsof dictionarywords,
Areacronyms,geographicalorproductnames,andtechnicalterms,
Areeitherproceededor followedbya digit,apunctuationmark,uparrow,or space,
Areawordwithall thevowelsdeleted,
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Are phraseswiththewhitespacedeleted,
Are all numbers.
4.6.1.1What Not toUseasa Password
Wordssimiliartheloginnamein anyform(as-is,reversed,capitalized,doubled,etc.).
Wordsthatarealsofirstor lastnameoftheuserin anyform.
Spouse'sor child'sname.
All digits,or all thesameletter.This significantlydecreasesthe searchtimefor a
cracker.
Word containedin (Englishor foreignlanguage)dictionaries,spellinglists,or other
listsof words.
Oneof theabovewitha singlecharactertackedontotheend.
Passwordshorterthansixcharacters.14
Wordsthatcanbefoundinthepasswordfile itselflike Okyar,Berkay,Adam,etc.
Patternslike 123456,qwerty,etc.
Geographicalnames
Wordsfromanencyclopedia('Socrates')
The licenseplateof a car,theroomnumber,thephonenumberor otherthingsthat
havesomethingto dowiththeownerof theaccount
Givennames
Variations such as walter, WALTER, retlaw, Walter, wAlter, walterO,walt3r,
Retlaw4,...
Acronymsof wordsthatarein anydictionaryof anylanguage,spellinglists,or other
listsof words.
Sequencesofletterslike 'abcdefor 'qwerty',placenames,carnames,cartoonheroes.
Onlythefirstorthelastcharacterinuppercase15
Onlyvowelsin uppercase
Onlyconsonantsin uppercase.
14 DavidA Curry,ImprovingTheSecurityof Your UNIX System,p. 7.
15 Lionel Cons,CERN SecurityHandbookPracticalComputerSecurityfor CERN UsersVersion1.2
26
A characterappendedor prependedto a word from a dictionary(for instance
'7tables'or 'secret!,)or usesimplesubstitutionslike 0=>0or s->$(for
instance'snOOpy' or even '$nOOpy'), most crackingprogramswill also try
these...
Somecharactersare"dangerous"for passwordsbecausetheycanbetrappedby
someprograms,oneshouldthereforenotusethemin hispasswords.Theyinclude:16
Most "control"charactersuchasCtrl-C orAlt-Q andotherlike:
• #:canbeinterpretedaserasebysomeversionsoftelnet
• @: canbeinterpretedaskill bysomeversionsoftelnet
• \: is usuallyan "escape"character,for instance'\#'maybe interpretedas a
simple'#'(andnottheerasecharacter).
4.6.2GoodPasswords
Might betwo wordsseparatedby a non-letternon-digit,suchas 'mac2%beav'or
'cat,bear#'.Notethat'g02work'isprobablybad.A goodpasswordis:1?
private: it is usedandknownbyonepersononly
secret: it doesnot appearin cleartextin any fIle or programor on a pieceof
paperpinnedtotheterminal
easilyremembered:sothereis noneedtowriteit down
not guessable:by anyprogramin a reasonabletime,for instancelessthanone
week.
Althoughthisseemsquiterestrictive,it'seasyto pickgoodpasswords.
4.6.2.1What to Use
Useapasswordwith:
- mixedupper-andlower-casealphabetic.
- non-alphabeticharacters,e.g.,digitsorpunctuation.
Useapasswordthat:
- is easyto remember,sotherewill benoneedto writeit down.
16 Lionel Cons,CERN SecurityHandbookPracticalComputerSecurityfor CERN UsersVersion1.2
17 Lionel Cons,CERN SecurityHandbookPracticalComputerSecurityfor CERN UsersVersion1.2
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- canbetypedquickly,withouthavingto look atthekeyboard.This makesit harder
for someoneto stealthepasswordbywatchingoverhisshoulder.
4.6.2.2ReducingBreak-in Possibilities
It is importantfor usersto havehardto guessbut in the meantimeeasyto
rememberpasswords.There are methodsfor generatingsuch passwords.System
operatorsshouldinformthe usersaboutthe importanceof good passwords.lsTo
reducetheriskof a break-inthereareseveralpossibilities:
- Making suretheusersknowwhya goodpasswordis importantandhow theycan
chooseone.
- Installinga new/bin/passwd(oryppasswd)thatcheckswhetherthepasswordis not
tooobvious(by checkingif it containspunctuationmarks,or by investigatingif the ~
passwordcanbefoundin standardwordlists).
- Installinga shadowpasswordfile (thisinvolveschangingsomesoftware).
- Lettingpasswordsexpire,for exampleafterthreemonthsfor regularusers,aftera
monthfor userswith extraprivileges.Thetimespana passwordlives shouldnot be
chosentoo small. What will still exist is the dangerof users using seriesof
passwords,like 'Secretl','Secret2',... makingit easyfor a hackerto, oncehe has
obtainedapassword,guessthesuccessor.
- Using a programthathackspasswordsto check if someusershave guessable
passwords.Lettingthoseusersvisittheadministratorpersonallyto informthemabout
thefactthata goodpasswordis everyone'sconcern.
- Switchingto single-usepasswords.19
- Usingpasswordsof accountswithprivilegeslikethatof rootontheconsoleonlyto
avoideavesdroppingthenetwork.Whenimpossible,tryingto avoidloggingin on
suchaccountsfromcomputersor terminalsthatareconnectedto a LAN segment,on
whichpeoplecaneasilyand/oranonymouslywiretapthenetwork,likeclassrooms.
It mustbekeptin mindthatthetotalsystemsecurityis as weakas theweakest
chain.
4.6.2.3PasswordScreening
Retroactivepasswordvettingputstheadministratorin theroleof thecracker.
Theadminmakesthebesteffortto breaktheusers'passwords,andif hesucceedshe
notifiestheuserandrequirehertochangeherpasswordto somethingsafer.20
18WalterBelgers,UNIXPasswordSecurity.
19 Wietse Venema, UsingSecurIDTokensin an OpenMulti-HostUNIX Environment,Internet
Document,ftp.nic.surfuet.nlas/surf/net/net-security/docs/securid,1993.
20 Jeff Smith,et.al.,UNIXUnleashed,Section44.
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Proactivepasswordscreeningis morelike a preemptivestrike-the usersare
preventedfromchoosingpoorpasswords.Withpropereducationviaa securitypolicy
userswill react more positivelyto beingtold they must choosea more secure
passwordthantobeingtoldthattheircurrentoneis broken.
4.6.2.4Picking GoodPasswords
Theobjectwhenchoosingapasswordis to makeit asdifficultaspossiblefor
a crackerto makeeducatedguessesaboutwhatone's chosen.This leaveshim no
alternativebutabrute-forcesearch.
Goodpasswordsare6--8characterslong,usea rich characterset(upperand
lowercaseletters,digits,punctuation,andcontrolcharacters),arenot in Turkish or
anyforeign-languagedictionaries,anddon'tcontainanypublicinformationaboutthe
user, suchas his nameor licensenumber.One good methodis to takea random
phraseandmodifyit in ingeniousways.For instance,thephrase"If pigshadwings"
could yield the password "IfpiGzhw." This password is a combinationof a
misspelledword ("If' standingfor·"if'), a misspelledword with odd capitalization
("pigZ"),andthefirstlettersoftwo morewords.It'sassecureasa reusablepassword
canbesinceit isn'tJoundin anydictionaryandusesa fairlyrichvocabulary(thedigit
"I" andcapitalizationin asystemwhichletsthefirstcharacterof thepasswordtobea
digit),andit'seasyto remember.21
Passwordchoice is one of the areasin which userswill deviously(and
sometimesmaliciously)thwartthesecuritypolicies-some peoplecan'tbeconvinced
that they should pick a good password.There are two alternativesfor these
recalcitrantusers:proactiveandretroactivepasswordvettingasexplainedabove.
4.6.2.4.1Method to ChooseSecureandEasy to RememberPasswords
Concatenatetwowordsthattogetherconsistof sevencharactersandthathaveno
connectionto eachother.Concatenatethemwith a punctuationmarkin themiddle
andconvertsomecharactersto uppercase,for instance:'Pit+idEa','pIOVer#me,?2
UsethefIrstcharactersof thewordsofa certain(nottoocommon)sentence.
Alternatelypick a consonantandoneor two vowelsresultingin a pronounceable
(andthereforeeasytoremember)word.Examples:'koDupaNy','eityPOop'.
Useapasswordwithmixed-casealphabetic,digits,andpunctuation.
Use longpasswords(withmorethan6 characters).
Finally,herearesomemethodsof makingpasswords:23
21 Jeff Smith,et.al.,UNIX Unleashed,Section44.
22 WalterBelgers,"UNIX PasswordSecurity".
23 Lionel Cons,CERN SecurityHandbookPracticalComputerSecurityfor CERN UsersVersion1.2
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Choosea lineor two froma songor poem,andusethefirst letterof eachword.
For example,'In Xanadudid Kubla Kahn a statelypleasuredomedecree'becomes
'IXdKKaspdd'.
Alternatebetweenoneconsonantandoneor two vowels,up to eightcharacters,
dousemixed-case.This providesnonsensewordsthatareusuallypronounceableand
thuseasilyremembered(ex:'roUtboo', 'quADpop', andsoon.).
Choosetwo shortwords(or a big onethatcanbe splited)andconcatenatethem
togetherwith one or morepunctuationcharactersbetweenthem(or digits if only
alphanumeric characters can be used). For example: 'dog+F18' or
'comP77Uter'.Notethat'dog', 'F18' or 'computer' arein dictionariesbut
asthepasswordsusepunctuationor digit,mixed-casecharacters,theyarereallyhard
to guess.
4.6.2.5Improving PasswordsAgainstSocialEngineering
When systemusershave suchpasswords,eventhe best securitysystems
cannotprotectagainstintrusion.Whatmakesa strongpassword(onethatis difficult
to break)?Herearea few generalguidelinesthatmanysystemadministratorsadhere
to:24
It mustbeavoided:
- usinganypartof a user'srealnameandanynamefromtheuser'sfamily or pets
(thesepasswordsaretheeasiesto guess).
- usingimportantdates(birthdates,weddingday,andsoon)in anyvariation.
- numbersor combinationsof numbersandletterswithspecialmeaning(licenseplate
number,telephonenumber,specialdates,andsoon).
- any placenamesor itemsthatmay be readily identifiedwith a user (television
characters,hobby,andsoon)
Producinga strongpasswordisn'tthatdifficult.Theusersmustbe forcedinto
thehabitof mixingletters,numbers,andcharactersatrandom.Supposea userwants
to use lionkingas a password.Encouragingmodificationto lion!king!,l_ionk_ing,
lion5king,or somesimilar variationcan be needed.Even a slight variationin a
password'snormalpatterncanmakelifeverydifficultfor someonetryingto guessthe
password.
The /etc/passwdfile canbecheckedat regularintervalsto seewhetherthere
are entriesthat may have beenaddedas a route into the systemwithout being
recognized.It mustalso be checkedwhethereach accounthas a password.Any
accountsthatarenotneededanymoreshouldberemoved.
24 Tim Parker,LinuxSystemAdministrator'sSurvivalGuide,chapter24.
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4.7CaseStudies:Cracking Linux Passwordsvia DictionaryAttack
A dictionaryattackexperimentmadeon a passwordfile givesdisappointing
results.Somewordsproducedwerefromthesetof :25
- Thedictionarywiththewordsspelledbackwards.
- A listof firstnames(bestobtainedfromsomemailinglist).Lastnames,street
names,andcitynamesalsoworkwell.
- Theabovewithinitialupper-caseletters.
- All validlicenseplatenumbers.
- Roomnumbers,socialsecuritynumbers,telephonenumbers,andthelike.
4.7.1LOphtCrack 2.5
LOphtCrackis an NT passwordauditingtool. It will computeNT user
passwordsfromthecryptographichashesthatarestoredbytheNT operatingsystem.
The operatingsystemdoesnot storetheuserpasswordsin their originalclear-text
form for securityreasons.The actualuserpasswordsare encryptedinto hashes
becausethey are sensitiveinformationthatcan be usedto impersonateany user,
including the administratorof the operatingsystem.LOphtCrackcomputesthe
passwordfromavarietyof sourcesusingavarietyof methods.26
Therearemanyusesfor computinguserpasswords.Firstandfor mostit is for
a systemadministratorto checkthestrengthof thepasswordsthattheirusersare
using.Otherusesincluderecoveringa forgottenpassword,retrievingthepasswordof
a userin orderto impersonatethem,or migratingNT usersto anotherplatformsuch
asUNIX.
LOphtCrack2.5 is distributedin a self-installingexecutabledistributionfile.
When the installationfile is run it will create a directorynamed \Program
Files\LOphtCrack,putitselfin andaddaLOphtCrackstartmenuitem.
LOphtCrackcanrecoverpasswordsdirectlyfrom theregistry,from the file
systemandbackuptapes,fromrepairdisks,or by recoveringthepasswordsasthey
traversethenetwork.LOphtCrackfirstextractsthepasswordhashes,whichis theway
theOS storestheencryptedpasswords.It usesthreedifferentmethodsforcracking.
The fastestmethod for crackingthe passwordsis a dictionaryattack.
LOphtCracktestsall the words in a dictionaryor word file againstthe password
hashes.When it findsthecorrectpasswordit displaystheresult.LOphtCrackships
witha smallbuteffectivewordfile.
25 RMorris, K.Thompson,PasswordSecurity:A CaseHistory,p. 3.
26 LOphtCrack2.5 Manual.
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ThesecondmethodLOphtCrackusesis calleda hybridcrackmethod.This
buildsuponthedictionarymethodby addingnumericandsymbolcharactersto
dictionarywords.Manyuserschoosepasswordssuchas"bogus11" or "Annaliza!!".
Thesepasswordsarejustdictionarywordsslightlymodifiedwithadditionalnumbers
andsymbols.Thehybridcrackrapidlycomputesthesepasswords.Thesearethetypes
of passwordsthatwill passthroughmanypasswordfiltersandpoliciesyetstillare
easilycrackable.
Thefinalandmostpowerfulcrackingmethodisthebruteforce method.This
methodwill alwaysrecoverthepasswordnomatterhowcomplex.It isjustamatter
of time.Reallycomplexpasswordsthatusecharactersthatarenotdirectlyavailable
onthekeyboardmaytakesomuchtimethatisnotfeasibletocrackthemonasingle
machineusingtoday'shardware.Butmostcomplexpasswordscanbecrackedin a
matterof days.This is usuallymuchshorterthanthetimemostadministratorsset
theirpasswordpolicyexpirationtimeto.Usingareal-worldcrackingtoolistheonly
goodwaytoknowwhatimeoneshouldsetforpasswordexpirations.
Eventhoughgettingthepasswordfilesfor thecorrespondingOS's is nota
focusof thisthesis;howto geta copyof thehashfile is explainedherewithinthe
LOphtCrack.In advancethiswill alsobea goodexamplefor theoneswhothink
retrievingacopyofhashesisfarawayfrompractice.
LOphtCrackmustfirst retrievethepasswordhashesto startthecracking
process.If onehasadministratorrightshecanusetheToolsDumpPasswordsfrom
RegistrycommandontheLOphtCrackmenutoretrievethehashes.Onecandumpthe
passwordhashesfromthelocalmachineoroverthenetworkif theremotemachine
allowsnetworkregistryaccess.TheNT machinenameor IP addressi enteredinto
theDumpPasswordsfromRegistrydialogboxandOK is pressed.Theusernames
andpasswordhashesarenowloadedintoLOphtCrack.If thisis thewayonehas
retrievedthepasswordhasheshemaynowproceedtocrackthepasswordhashes.
Thesecondmethodis to accessthepasswordhashesfromthefile system.
Sincetheoperatingsystemholdsa lockontheSecurityAccountsManager(SAM)
filewherethepasswordhashesarestoredonthefilesystemit is notpossibletojust
readthemfromthisfilewhiletheoperationsystemis running.Sometimesabackup
of thisfileismadeontapeoronanEmergencyRepairDiskor intherepairdirectory
of thesystemharddrive.Also,anotheroperatingsystemsuchasDOScanbebooted
fromafloppyandthepasswordhashescanbereaddirectlyfromthefilesystem.This
is especiallyusefulif physicalaccesstothemachineis possibleandit hasa floppy
drive.
Passwordhashescan be loadedfrom a "SAM" or "SAM. " file into
LOphtCrackbyusingtheFile ImportSAM Filemenucommandandspecifyingthe
fJ1ename.LOphtCrackwill automaticallyexpandcompressed"SAM._"filesonNT.
ThefmalmethodLOphtCrackoffersis to capturetheencryptedhashesover
thenetwork.Onesmachinemusthaveoneor moreEthernetdevicesto accessthe
network.ServerMessageBlock(SMB)PacketCapturecommandisusedtobringup
the 5MB PacketCapturewindow.User will now be capturingany 5MB
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authenticationsessionsthatthenetworkdevicecancapture.If thecomputeris ona
switchednetworkitwillonlyseesessionsoriginatingfromthemachineorconnecting
tothemachine.
As 5MB sessionauthenticationsarecapturedtheyaredisplayedin the5MB
PacketCapturewindow.ThedisplayshowssourceanddestinationIP addresses,the
username,the5MB challenge,theencryptedLANMAN hashandtheencrypted
NTLM hash,if any.ThecapturecanbesavedatanytimeusingtheSaveCapture
button.To crackthesehashesonemustsavethecaptureandthenopenthecaptured
file usingtheFile OpenPasswordcommand.Otherpasswordsbe capturedand
crackedatthesametime.
ThefirstmethodLOphtCrackusestocrackpasswordsi calleda dictionary
attack.Thismethodtriesto encrypteachwordin a dictionaryor wordfile. It then
testseachencryptedwordagainstthepasswordhash.If it getsamatchit knowsthe
user'spasswordis thatdictionaryword.LOphtCrackcomeswithanice25,OOO-word
file namedwords-englishthatcontainsmanycommonwords.This file or another
word file is loadedinto LOphtCrackusingthe File OpenWordlist File menu
command.Thedefaultdictionaryfileisthewords-englishfile.
NextselectToolsRunCrackonthemenuto startthecrackingprocess.The
defaultoptionsforcrackingaretorunadictionaryattack,thenahybridattack,and
thenthebruteforce attack.LOphtCrackrunstheseattacksonthepasswordhashesin
successionbydefault.
DuringanycrackattacktheLOphtCrackwindowdisplaystatusinformation
toshowtheprogressoftheattack.Duringdictionaryattacksthenumberofdictionary
wordstriedisdisplayedalongwiththepercentagecomplete.
Afterthedictionaryattackis completedthehybridattackbegins.Thehybrid
attackusessimplepatternsthatusersusewhencreatingpasswordsfromcOrDmon
words.By slightlymodifyingdictionarywordsthewayusersdo,LOphtCrackis able
tomakeeducatedguessestodecidewhichpasswordstotry.An examplewouldbeto
try 'BOq-USll'.Manyusersjustappenda fewnumbersor symbolsto a dictionary
wordinanattempttomakeitanon-guessablepassword.LOphtCrackcanguessthese
passwordsquickly.In muchlesstimethanit wouldtakefor a bruteforceattack.
LOphtCrack2.5checksto seeif anynumberof numberandsymbolcharactersare
appendedtoeachwordinthewordfilethathasbeenselected.Thedefaultnumberof
numberandsymbolcharactersi 2. ThiscanbechangedusingtheToolsOptions
command.
Afterthedictionaryandhybridattackshavecompletedthebruteforce attack
begins.Bruteforcecantakea longtimebutit usuallytakesfarlesstimethanmost
passwordpoliciesspecifyfor passwordchanging.This makespasswordsfound
duringthebruteforceattackstilltooweak.Thecharactersetcanbeconfiguredthat
thebruteforceattackuseswiththeToolsOptionscommand.Thedefaultcharacterset
isallthealphanumericcharactersandthenumbers0through9.
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Onecanexpectthebruteforceattacktotakeof 24-72hoursonmachineswith
CPUs ranging from Pentium ll/450 to Pentium 166. LOphtCrackhas useful
commandsto helptheuserthroughthecrackingprocess.It is easyto openfiles,run
andconfigureprofilesfor thejob.
4.7.2John theRipper
John theRipper is a passwordcracker,currentlyavailablefor UNIX, DOS,
WinNT/Win95. Its primarypurposeis to detectweakUNIX passwords.It hasbeen
testedwith Linux x86/Alpha/SPARC, FreeBSD x86, OpenBSD x86, Solaris 2.x
SPARC andx86,DigitalUNIX, AIX, HP-UX, andIRIX. TheDOS andWin32ports
aredonewithDJGPP andCygnusDeveloper'sKit, respectively.27
To run John, it mustbe suppliedwith somepasswordfiles and optionally
specifya crackingmode,like this,usingthedefaultorderof modes,andassuming
thatpasswdis acopyof thepasswordfile:
johnpasswd
or, tomakeit useawordlistwithrulesonly:
john -wordfile:/usr/dict/words-rulespasswd
Crackedpasswordswill be printedto the terminaland savedin file called
~/john.pot.This file is alsousednotto loadpasswordsthatonehasalreadycracked,
whenherunsJohnthenexttime.To retrievethecrackedpasswords,run:
john -showpasswd
While cracking,any key can be pressedfor status,or Ctrl+Cto abortthe
session,savingpointinformationto a file (~/restoreby default).By theway,Ctrl+C
is pressedtwiceJohnwill abortimmediatelywithoutsaving.Thepointinformationis
alsosavedevery10minutes(configurableintheconfigurationfile,~/john.ini)in case
of acrash.To continueaninterruptedsession,run:
john -restore
John theRipperis designedto bebothpowerfulandfast.It combinesseveral
crackingmodesin oneprogram,andis fully configurablefor particularneeds(one
can evendefinea customcrackingmodeusingthe built-in compilersupportinga
subsetof C). Also, John is availablefor severaldifferentplatforms,whichenablesthe
samecrackerto beusedeverywhere(for exampleevencontinuea crackingsession
thatwasstartedonanotherplatform).
John supports(andautodetects)thefollowingciphertextformats:standardand
double-lengthDES-based,BSDI's extendedDES-based,FreeBSD's(andnot only)
MD5-based,andOpenBSD'sBlowfish-based.Withjust oneextracommandto extract
thepasswords,JohncancrackAFS passwordsandWinNT LM hashes.
27 John theRipper-PasswordCrackerManual.
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Unlike othercrackers,John doesn'tusea crypt(3i8-styleroutine.Instead,it
has its own highly optimized modules for different ciphertextformats and
architectures.Someof thealgorithmsusedcouldn'tbe implementedin a crypt(3)-
styleroutine:theyrequirea morepowerfulinterface(bitsliceDES is an example).
Additionally, there'reassemblyroutinesfor severalprocessorsand architectures
(specialIntel Pentiumversion,x86 with MMX, genericx86, Alpha EV4, SPARC
V8).
4.7.3Crack
Crack is theUNIX community'sbest-knownpasswordauditingtool thatis
designedto quicklylocateinsecuritiesinUNIX (or other)passwordfilesby scanning
the contentsof a passwordfile, lookingfor userswho havemisguidedlychosena
weakloginpassword.29
In earlyreleases,itsauthor.AlecMuffett,describedCrackas;
"...a freelyavailableprogramdesignedto find standardUNIX eight-character
DES encryptedpasswordsbystandardguessingtechniques... It is writtentobe
flexible, configurableand fast, and to be able to make use of several
networkedhostsviatheBerkeleyrshprogram(or similar),wherepossible."
Over time, he only slightly amendedthat description.Today, Muffett
describesCrackas
"...apasswordguessingprogramthatis designedto quicklylocateinsecurities
in UNIX (orother)passwordfilesbyscanningthecontentsof apasswordfile,
lookingforuserswhohavemisguidedlychosenaweakloginpassword."
Somenewfeaturesof Crackare:
•
•
•
•
•
•
•
•
•
•
Completerestructuring- useslessmemory
ShipswithEric Young's"libdes"asstandard
API for easeof integrationwitharbitrarycryptOfunctions
API for easeof integrationwitharbitrarypasswdfIleformat
Considerablybettergecos-fieldchecking
More powerfulrulesets
Ability to readdictionariesgeneratedbyexternalcommands
Betterrecoverymechanismsforjobsinterruptedbycrashes
Easierto control(e.g.:toputto sleepduringworkinghours)
Testedon Solaris,Linux,FreeBSD,NetBSD,OSF andUltrix 30
28 SimsonGarfinkel,Practical UNIX Security,p30.
29 Alec Muffett,Crack Versionv5.0UserManual.
30 Alec Muffett,Crack Versionv5.0UserManual.
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And therequirementsof usingCrackareasfollows:
• UNIX-like operatingsystem.
• C Compiler
• Moderateamountof diskspace.
• Lots of CPU time.
• Permissionfromthesysadmin.
• Root-privileges,quitepossibly.
• "gzip"is extremelydesirable.
• "perl",ifnetworking/multiprocessing.31
UnpacktheCrackdistribution.
Edit the"Crack"script,configuringthevaluesof CRACK_PATH, C5FLAGS,
CC, CFLAGS andLIBS to suittheoperatingsystem.
Thegeneralformto invokeCrackis:
Crack[options][-tintformat][file...]
e.g.:Crack-nice10/etc/passwd
...where"filename"is afile thatstorespasswordentries,e.g.:"/etc/passwd".
Crack doesnot generatehuman-readableoutputdirectly;instead,to seethe
resultsof a Crackrun,theusershoulddo:
./Reporter[-quiet][-html]
The "-quiet"optionsuppressesthereportingof errorsin the passwordfile
(corruptentries,etc),whilst"-html"producesoutputin a fairlybasicHTML-readable
format.
4.7.4Other Linux-CompatiblePasswordAuditing Tools
Killer Cracker
A lightweightpasswordauditingtoolfromDoctorDissector,writtenin C++.
Although Killer Cracker lacks someof the extendedfunctionalityavailablewith
Crack,it's still fast.
A passwordauditingtool for Linux andotherUNIX versions.Lard is small
enoughto fit onafloppydiskette,whichis goodforauditingonnon-networkedboxes
in differentdepartments.
31 Alec Muffett,Crack Versionv5.0UserManual.
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PerlCrack
A PerlDESpasswordcrackerforLinux.
Xcrack
A Perl scriptfor crackingLinuxpasswords.It doesnotexercisecomplex
rules.Instead,itperformstraight-aheadencryptionofwordsforthewordlist.
Someof thepasswordauditingtoolsusebruteforceaswell.A bruteforce
attackwill alwayseventuallyprevail("Eventually"here could meanmonths).
Conversely,adictionaryattackisonlyasgoodasthewordlistandtherulesthatare
definedtousethewordsinthewordlist.32
32 Anonymous,MaximumLinuxSecurity,p. 136.
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CHAPTERS
TURKEY TURKISH BASED PASSWORD CRACKER
5.1Designof theUtility
In theapplicationpartof thisthesis,a Turkishpasswordcrackeris designed
andcodedin C languageona Linuxoperatingsystem.This applicationaimsto prove
theweakpasswordchoicesof humanthataredescribedandclassifiedin section4.3.
andto find its percentagein thewholeaccountableof a realworldUNIX system.
During the design of the cracker, the most suitable software and hardware
environmentsare investigated.C programminglanguageis selectedfor the coding
mediumandLinux distributionSUSE 6.2is selectedastheoperatingsystem.
5.2Selectionof theMedium andTools
Linux distributionof SUSE hasa configurationutilitycalledYast. It is easyto
manage,setupand installapplicationswith a graphicalinterfacefor the operating
system.Users are addedandpasswordsareassignedfor theseusersvia Yast and
theseaccountsbecamethetargetof thecrackerduringthetestingphase.
ProcessMonitoringandManagementwindowis alsoaveryusefulapplication
for theLinux users.Suchprogramslettheuserto monitor,manage,hangup, setthe
levelof nicing,wait,andkill theprocessesrunriingon thesystem.Nicingoptionfor a
processcan be used if a processtakestoo muchCPU time and forcesthe other
processesto fall into deadlock and/orlive lock phases.Meanwhile,thecrackercan
run for a long time withoutaffectingthe commonjobs of the serverwith a low
prioritylevel.An administratorcanletthecrackerwork for weeksif theetc/passwd
fIle hasto manyuseraccountsor thewordlistis toolong.
Table 5.1 and 5.2 summariesthehardwareand softwareprofiles selected,
respectively.
Table5.1HardwareProfile.
IntelPentiumCeleronII
233MHzCPU
32MB SDRAM
6.2GB HardDisk
Table5.2SoftwareProfile.
SUSE 6.2
Kernel2.2.10
KDE 1.1.1
GCC, GNU projectcompiler(egcs-1.1.2)
LibraryforC compiler(v.2.1.1-9)
IIMIR YUKSEK TEKNOlOJi fHSnioSL
REKTORlUGU
Kutiiphone ve Dokiimontosyon Doire B~k..
5.3Implementationof theProgram
Sub-programsCoded:
Severalsub-programswith readandwriteoperationsarecodedandunittests
areprepared.Stringcommandsareusedto comparewords, to eliminatecarriage-
returnsfromstrings,andappendtwowords.
In orderto keeptheprivacyof theusers,passwordscanbe unstringedfrom
theuserlineof thepasswordfile. Onlythepasswordhashescontaining13characters
canbetakenoutof thefile andthecrackerwork on them.In sucha case,username
asawordwill notbeutilizedto crackthepassword.
A sub-programis codedto generateall possiblesaltingvalues.This can be
used eitherwhen the salt valueof the targetis not known or if a precomputed
dictionaryattackis beingused.4096possiblevaluesarethusgeneratedandusedas
inputfora callto cryptOasshownin Figure5.1below.
wordlist
set of saltvalues
encrypted
wordlist is
storedwith
the
combination
of all salt
values
abcdef .
ABCDEF .
.I
selectedsalt
pairs
Figure5.1SaltGeneration.
crypt()
As shownin Figure5.2below,themainalgorithmis beingusedto readahash
fromtheetc/passwdfile, andcompareit withthehashvalueof theencryptedobject.
Here,thehashvalueof objectis theoutputofthe cryptOwiththeinputs;sequentially
readwordlistandthesalttakenfromthe2 bytesof thepasswordin theetc/passwd
file. Theseapproacheshavebeentakenunderthecircumstancesthatalreadydefmed
in section4.5.Thereforethesaltisknownif thepasswordfile is available.
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Unknown
encrypted
password
Encryption
Sequentially
read words
from the
dictionary file
Dictionary File
Figure5.2PasswordCrackingProcess.
Hash value of
the text
Compare the
encrypted
password with the
encrypted guess
untilla match is
found
In ordertokeeptherun-timeof theprogramshorter,someof thedataarekept
in memoryfor lessI/O operations.Boththepasswordfile andthedictionaryareinput
fJJ.esandmoreoverthedictionaryfile is to berewindedfor eachhashin thepassword
fJJ.e.Now, this causesmoreI/O operation,thereforea copyof thewordlistis loaded
into the memoryas the initial sectionof the program.Such manipulationsand
commandeliminationare used during the coding phase.There will always be
alternativesfor runtimeoptimization;however,the programcan be regardedas
acceptableasit is.
Dynamicmemoryallocationis usedfor tablesto obtainmorememoryspace
at executiontime to hold new nodes,and to releasespaceno longer needed.
FunctionsmaUoeandfree,andtheoperatorsizeof,areessentialto dynamicmemory
allocation.Functionmalloctakesasanargumenthenumberof bytesto beallocated,
andreturnsapointerof typevoid* totheallocatedmemory.A void*pointermaybe
assignedto avariableof anypointertype.lWiththestatement
newPtr=malloc(sizeof (typeName));
thememoryis allocatedon theheap(theextramemoryavailableto theprogramat
executiontime).2
1 H. M. DeiteI,P. J. DeiteI,C How toProgram,p.470.
2 H. M. DeiteI,P. J. DeiteI,C How toProgram,p. 576.
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The freefunctionde-allocatesmemory,
Free(newPtr);
Oncea programis codedit is compiledandan outputfile is createdby the
commandbelow.The-0optionappliesregardlessto whateversortof outputGCC is
producing,whetherit be an executableftle, an object ftle, an assemblyfile, or a
preprocessedC code.
$gcc<source.C><linkeditedoutput>-0
andthe·
$ '/<linkeditedoutput>
commandruns theprogram.Sincewe areusingthecrypt libraryfor a call to the
functioncryptOwhichis shownin Figure5.3.The compilecommandabovewill not
beenoughto link theglibc-cryptlibrary.Therefore,theprogramis compiledwith the
command;
$ gcc<source.C><objectftlename>-0-!crypt
#define XOPEN SOURCE- -
#include<unistd.h>
char*crypt(constchar*key,constantchar*salt);
key:userpassword
salt:[ a...zA...AO...9./]
Figure5.3Callto cryptO.
lfthe passwordhashescannotbecrackedby thefirst (simplemode)method
thenthe numberingmode(appendAgemode)is activated.In this mode,numbers
form 40 to 99 are appendedto the end of each word in the dictionaryin an
incrementedway.Somepasswordsareexpectedto havetwodigitsstringedattheend
of a word or a name.Somepeopleusetheirpasswordsjust thesameof theiruser
nameswith theyearof birthattheend.This is oneof thecommonmistakesdone,
althoughtheusermistakenlythinksnoonecaneitherguessorknowthebirthyearof
himbutthatit is notmuchhardfor theattackertoworkona setof possibledigits.
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5.4Results
Thecracker-JohntheRipper-wasranonanetc/passwdfile andthesuccessful
matchesobtainedin thefirst3hourswhichare:
Men/womennames:2.6%
Severalpatterns:0.3%
The codedapplicationis also executedfor the sameetc/passwdfile. Two
experimentsaredone.In thefirstonea dictionarycontaining3723menandwomen
namesis used.In thesecondexperimenta longerwordlistthatcontains38595words
is used.This longwordlistis obtainedbyacombinationof severalonlinewordlistsby
eliminatingthedoubles.Onethingthatmustbementionedhereis thatthereis a small
differencebetweena wordlistanda dictionaryand,thuscryptOusesthe left most
eightcharactersof an inputword.Thereforeusingtwo differentwordswhosefirst
eightcharactersarethesameasan inputfor thecryptOrespectively,givesthesame
outputhashvalue.Before usinga dictionaryfor the cracker,the dictionariesare
combinedandtruncatedstartingfromthe9thbyte.Thenthedoublesareeliminated.
This proceduresuppliesan effectivewordlistthatcanbe usedduringan optimum
executiontime.
The resultsof the two experimentsare given in the Tables 5.3 and 5.4
respectively.Theunionof theresultsof thesetwo experimentsgivesus a successful
matchof 6.31%.
Table5.3Resultsof Experiment#1.
Real executiontime
Total numberof passwords
Total numberof crackedpasswords
Percentageof crackedpasswords
by simplemode
by AppendAgemode
PasswordContent
Women'snames
Men's names
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: 01:29:30(hh:mm:ss)
: 301
:12
:3.99%
: 0.03%
: 3.96%
: 1.66%
: 2.33%
Table5.4ResultsofExperiment#2.
Realexecutiontime
Totalnumberofpasswords
Totalnumberofcrackedpasswords
Percentageofcrackedpasswords
bysimplemode
byAppendAgemode
PasswordContent
Places
Job names
Favoritemealnames
Phrasesandpatterns
: 17:56:15(hh:mm:ss)
: 301
: 10
:3.32%
: 0.66%
: 2.65%
: 0.33%
: 0.33%
: 0.33%
: 2.33%
Theapplicationwasdesignedandcodedtoworkasbatchprogram.It usesan
outputfiletoreportandlogtheactions.It reportstherealtimeandtheCPU clockas
soonasitstartsandopensthefiles,writesthecrackedpasswords,numberofwordsin
thedictionary,numberofcrackedpasswords,andanyotherpredefinescasesintothis
fIle.At theendoftheexecutionjustbeforetheinternalcontrolslikeclosingthefIles,
it againreportsthe'time.Therefore,theusercanrunandleavethejob,hethenmay
claimtheresultsbybrowsingtheout.datfilelater.
Thesecurityof eachindividualuserwhosepasswordshavebeencrackedis
closelyrelatedto thesecurityof thewholesystem.The ownerof theclassified
passwordsaboveoftenhaveno ideahowa multi-usersystemworks.Theirpoor
choicesopensadoorforanoutsidertotheentiresystem.Thecrackedpasswordsare
all in thesetof badpasswordsthataredescribedin section4.6.1.Theyconsistof
stringsthatareeasyto rememberfortheirownersandif thereis a setof numbers
appendedto theendof thiswordit is usuallytheyearof birthor theyearthatthe
accountisactivated.
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CHAPTER 6
CONCLUSIONS
6.1ConcludingRemarks
In this study,it is describedthatsomeof thepasswordsin an UNIX based
operatingsystemcan be crackedby an automatedictionaryattack.As described
earlier,thesecurityof theentiresystemcanbeatrisk if theuserpasswordsecurityis
in risk. Theresultsof theexperimentsgivenin theChapter5 showthattheusersof a
UNIX basedoperatingsystemmustbe educatedaboutchoosingand using their
passwordsdue to fact that the crackedpasswordswere all in the set of weak
passwords.Meanwhile,it is obviousthatthenumberof crackedpasswordscanbe
increasedby usinga longerwordlistandmoreovertheamountof executiontimecan
bedecreasedbyrunningtheprogramona computerthathasa fasterCPU.
Systemadministratorsmustensurethatall thepasswordsin the systemare
strongwhichmeansthat;theyareall well chosen.This canbesuppliedby checking
thepasswordswhentheyarefirstcreatedor by regularcheckingthestrengthof the
passwordsintheoperatingsystem.
6.2Suggestionsfor Future Work
The appliedcrackerprogramcanbedevelopedby applyingnewsections.An
attackwitha betterwordlistwill alwaysgivebetterresultshencea higherpercentage
of crackedpasswords.
The dictionariescanbeclassifiedby theircategoriesbeforetheyareusedin
cracking.Thereforetheresultof theattackwill givebetterideasaboutthepasswords
intheetc/passwdfile.
The lettersof wordsin thedictionariescanbecapitalized;thiscanbeapplied
for all of the lettersor only for the first andthe last lettersof a word. A digit, a
punctuationmark,anuparrow,ora spacecanbeappendedtotheendof eachwordin
thewordlist.
SUMMARY
In thisstudy,it is aimedto crackthepasswordhasheswhichareencryptedby
DES, in anUNIX-basedoperatingsystemusingthemethodof dictionaryattack.The
developedapplicationis introduced.
Remarksandrecommendationsaregivenfor theusersby definingthegood
and bad passwordchoosingmethods.Securemethodsfor userauthentication,user
managementandfor passwordstorageareintroducedfor thesystemadministratorsto
letthemcheckthesecurityof useraccountsinthesystemdynamicallyandfrequently.
The resultsof thedevelopedprogramshowsus thethreatof weakpassword
choices over the entireoperatingsystem.For future studies;the utility can be
developedto givea higherpercentageof crackedpasswordsin a shorterunningtime.
Recommendationsaregivenaboutsoftwareandhardwarerequirementsthatmustbe
takenintoaccountfor thefuturestudy.
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6ZET
Bu yah~mada,DES algoritmaslile ~ifrelenmi~UNIX tabanhi~letimsistemi
kullamcl~ifrelerininsazlUktentaramavesaldmyantemiylekmlmaslamaylanml~ve
geli$tirilenuygulamatamtI1ml~tlr.
iyi ve katU seyilmi$$ifre tammlamalanyapilarak,kullamcI1ara$ifrelerini
azenleseymeleriyin bazluyanvetavsiyelerdebulunulmu~tur.UNIX tabanhi$letim
sistemlerininkullamclparolalanm~ifrelemeve saklamateknikleritamtI1ml~bayleee
sistem yaneticilerinin kullamcl hesaplanmve sistem glivenligini aktif olarak
izlemelerisaglanml$tlr.
Geli~tirilenuygulamanmsonuylanndanyola ylkarakkullamcI1annzaYlf ~ifre
seyimlerinintUmsistemingtivenliginiolumsuzyandeetkilediklerigazlemlenmi~tir.
ilerideki yah$malariyin yazlhm ve donamm gereksinimlerigaze almarak.
uygulamamngeli~tirilmesivedahakIsayah$mastiresiile dahaytiksekbir $ifreklm1a
ytizdesineula~makmtimklindtir.Bununiyintavsiyelerdebulunulmu$tur.
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